pectrum

Capacity Building Workshop on Spectrum Aspects of
% Internet of Things (loT) (Vertlcal Industrles)
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e Network and application layer protocols

_> » Deep dive into network layer protocols and their role in loT.

o Understanding the significance of application layer protocols.




Learning .

Outcomes‘

e Know the different spectrums and technologies used in loT.

% e Understand the role of various network layer and application layer protocols.

e Recognise the potential and application of satellite technologies in l0T.
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— The Significance of Network and Application Layer
" Protocols

Network Layer
Protocols:

Application Layer
Protocols:

e These are

responsible for
data routing,
forwarding, and
addressing
within a
network.

Examples
include IP
(Internet
Protocol) and
ICMP (Internet
Control Message
Protocol).

These cater to the
interface
requirements of
the specific
applications used
by the end-user.

Examples include
HTTP (HyperText
Transfer
Protocol), FTP
(File Transfer
Protocol), and
SMTP (Simple
Mail Transfer
Protocol).

Both layers are
fundamental for
the functioning
of the Internet
and the broader
array of ICT
services,
especially in the
context of the
Internet of
Things (loT).
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Network Layer Protocols

e o Located at the third level or layer of the OSI
U n d e rSta n d I ng model, network layer protocols are

responsible for data packet routing,

P rOtO co I s: B a S i cs forwarding, and addressing between

multiple networks.
Protocols are sets of rules or standards that dictate how
Examples: IP (Internet Protocol) which
includes IPv4 and IPv6, ICMP (Internet
Control Message Protocol), OSPF (Open
Shortest Path First), and RIP (Routing
Information Protocol).

data is transmitted and received over a network. These
standards ensure that all devices in a network, irrespective
of manufacturer, model, or location, can communicate
effectively.

Importance in the Internet of Things (loT)
Seamless Communication: As loT involves billions of interconnected devices ranging from smart thermostats to industrial machinery, protocols ensure they all "speak

icient and effective communication.

Data Management and Processing: Especially in 0T, data is continuously generated. Application layer protocols, in particular, ensure this data is presented, processed,
For instance, MQTT efficiently allows a sensor to send data to a central server or hub.

)
=
=

Security: With sc many devices connected, security becomes paramount. Protocols define rules and standards for encryption, authentication, and data integrity. Without
these standardized rules, ensuring security across such a vast network would be challenging.

Energy Efficiency: For ioT, wherz ::any devices run on limited battery life, certain protocols like CoAP (Constrained Application Protocol) have been developed to use
ing effective communication.




ITU's Role in Standardization + ITU-T's role in the standardization

of telecommunication technologies

e ITU's Telecommunication Standardization Sector (ITU-T) cannot be understated.

is responsible for the standardization of
telecommunications. Their work ensures that the

 Their recommendations (often referred to as standards) backbone of our connected world,

ensure that networks and technologies seamlessly from the deep networking layers to
interconnect, providing reliable and efficient services. the applications we use daily
J

operates in harmony.

This standardization guarantees
that technology benefits are
universally accessible, irrespective
of geographic or economic
barriers.

Network Layer

e ITU-T has laid down several
recommendations regarding global IP-
based network principles, IPv6

considerations, and more.
As we head towards a more

interconnected future, the ITU-T's

e They work on issues such as global IP
role will only become more pivotal.

address allocation to prevent conflicts and
ensure efficient utilization.




— The Importance of Global Standards in loT

With the rapid expansion of IoT devices, a global standardized approach becomes crucial.
loT devices rely heavily on both network and application layer protocols

o Network Layer Protocols: Ensure IoT
devices can communicate efficiently within
and across different networks.

o Application Layer Protocols: Dictate how
loT devices interact with applications,
ensuring data is presented and managed
appropriately.

a ITU's guidelines ensure that as IoT ecosystems grow, ‘

they remain secure, interoperable, and efficient.
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Interoperability

Ensures seamless communication across global
telecommunication networks.

Security

Ensures robust protection against cyber threats.

Benefits of Adhering to
ITU Recommendations

ITU) vpmma



Importance in the Internet of Things (loT)
Network Layer . Unified Communication: The IoT universe encompasses billions of

interconnected devices, from smart home gadgets to expansive industrial
PrOtOCOIS equipment. Protocols ensure that these diverse devices can understand and
respond to each other.

Found in the third layer of the OSI model, these
protocols are tasked with packet routing,

Scalability: Adhering to protocols ensures that the addition of new devices
to the 10T landscape is smooth, with each device easily integrating into the
existing system without disrupting operations.

forwarding, and addressing across various
networks. . Data Management & Interpretation: In the loT realm, data flows
ceaselessly. Application layer protocols specifically see to it that this data is
appropriately presented, processed, and acted upon. For instance, MQTT

They determine the best path for data facilitates efficient data transmission from sensors to central hubs or

.. . servers.
transmission between different networks.

. Security Assurance: As loT devices often manage sensitive data and

Examples: IP (Internet PI‘OTOCO|), which covers functions, it's paramount that they operate securely. Protocols set the

standards for encryption, data integrity, and authentication. Without these

both IPv4 and IPV6: ICMP (Intemet Control norms, maintaining security across diverse devices and networks would be

Message Protocol), and routing protocols such as a mammoth task

OSPF (Open Shortest Path FiI‘S'[) and RIP (ROUting Optimized Resource Use: Several 0T devices work with limited resources,

Information Protocol). especially when it comes to power. Protocols like COAP (Constrained
Application Protocol) are developed with these constraints in mind, ensuring
communication happens effectively while conserving resources.

Protocols form the backbone of our interconnected digital world,

over‘"ew Of setting out the rules and standards for data transmission and

receipt across a network. They guarantee that devices, regardless

PrOtOCOIS of origin or make, can effectively communicate.



— ITU's Stance on Network Layer Protocols

ITU plays a crucial role in shaping the global communication landscape. At its core, the ITU is committed to

ensuring that telecommunication networks operate seamlessly across borders, fostering innovation, and promoting
universal access. One of its key focus areas has been the standardization of network layer protocols. ;

Historical Perspective Collaboration & Key Contributions
PartnerShipS o IPv6 Transition: Recognizing the impending
depletion of IPv4 addresses, the ITU-T has been
« The ITU. established in the late instrumental in championing and providing
’ e ITU often collaborates with guidelines for the smooth transition to IPve.

19th century, has been pivotal in

) L other significant bodies such
setting telecommunication

e Global IP Addressing: While the primary

standards even before the as IETF (Internet Engineering responsibility of global IP address allocation lies
) . . with ICANN/IANA, the ITU-T plays a consultative
internet era. Its involvement in Task FOI’CG), ICANN’ and and collaborative role, ensuring that address
protocol standardization is IANA to ensure a allocations meet the needs of nations and large
rooted in its commitment to harmonized approach to telecommunication entities.

protocol standardization. « Future-Proofing the Network: ITU-T's involvement
extends beyond just current needs. They are
actively involved in researching and formulating
recommendations for future telecommunication
trends, ensuring that the network layer is robust
and adaptable for future challenges.

ensuring global
telecommunication cohesion.

ITU's Involvement in Protocol Standardization
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Deep Dive into Network Layer Protocols

e Network layer protocols form an integral part of the communication process within the digital ecosystem.
e Operating at the third tier of the OSI model, they are responsible for transmitting data packets across different networks.
e This layer is pivotal for ensuring data reaches its intended destination efficiently and accurately.

A. Packet Forwarding
e Definition: Packet forwarding refers to the process where routers determine on which outbound link to transmit an
incoming packet.

« How are Networ} Layer Protocols Involved?
o Decision‘Making: Upon receiving a data packet, a router's primary task is to decide whether to forward it out or discard
it. The/network layer protocol, like IP, helps in this decision-making process.

o Packet Examination: The protocol examines the packet's header, specifically the destination IP address, to determine
its next move.

This decisio routing table and the packet's header information.

1

o Interface Sw : e the decision is made, the protocol determines the best outbound interface for the packet.
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Deep Dive into Network Layer Protocols

B. Routing
o Definition: Routing is the process of selecting a path in a network along which to
send data packets.

 How are Network Layer Protocols Involved?
o Path Determination: Routing protocols, which function at the network layer,
help routers learn and decide on the best path for data packet transmission.
77
o Dynamic/Adaptation: Protocols such as OSPF (Open Shortest Path First)
and RIP (Routing Information Protocol) ensure dynamic adaptability,
adjusting to network topology changes to always find the optimal path.

routing tab}
QWM

Updates: Based on periodic messages exchanged between

se to network changes, these protocols update the
'mml for efficient packet forwarding.




Deep Dive into Network Layer Protocols

C. Addressing
e Definition: Addressing is the scheme by which devices on a network are uniquely identified for data exchange.

 How are Network Layer Protocols Involved?

o Unique Identification: The IP protocol, a quintessential network layer protocol, provides each device with a
unique IP address, ensuring precise data packet delivery.

o Hierarchical Structure: The IP addressing system is hierarchical, which aids in efficient routing. For
/
instance, H'%///Jr addresses are split between network and host portions.

o Transition to IPv6: Given the limitations of IPv4 in addressing every device in the expanding global network,
IPv6 is being adopted. It offers a larger address space and better addressing mechanisms.

pernetting: Network layer protocols support these concepts, enabling the creation of
\Wjiier sub-networks or larger aggregated networks for optimized routing.

i\




loT and Network Layer

 The Internet of Things (loT) signifies the vast interconnection of devices, from household appliances to industrial
machines, over the internet. The network layer, a crucial component of this infrastructure, plays an instrumental role in

' ensuring the smooth operation of these myriad devices.

Efficient Data Transfer, Reliability, and Scalability for loT Ecosystems

Importance of Network Layer for loT Devices

« Efficient Data Transfer

« Device Identification: Every loT device requires a unique o Route Optimization: The network layer's routing protocols determine the shortest and most efficient
address, usually an IP address, to communicate on a path for data packets, reducing latency and ensuring speedy data transfer.
network. The network layer ensures each device gets its o Congestion Control: By managing data packet flow and handling network congestion, the network layer
identifier, facilitating targeted communication. ensures that data is transferred efficiently without overwhelming the network or the devices.
o Fragmentation and Reassembly: Especially in 10T, where devices might have varying capabilities, the
- Data Packet Transmission: For any loT device to function network layer can break down large packets for easier transmission and then reassemble them at the
effectively, it needs to send and receive data. The network destination.
layer is responsible for the transmission of these data
packets between devices, ensuring they reach the correct « Reliability
destination. o Error Handling: The network layer identifies transmission errors, like a corrupted packet, and takes
measures, either dropping the packet or requesting a resend.
« Interconnection: loT devices often communicate across o Feedback Mechanisms: Protocols within this layer provide feedback on network status and conditions,
various networks. The network layer provides the helping devices and systems adapt accordingly for reliable communication.
framework for these inter-network communications,
ensuring a smartwatch, for instance, can communicate « Scalability for loT Ecosystems
seamlessly with a cloud server across the world. o Addressing Schemes: With the push towards IPv6, the network layer offers a vast address space,
accommodating the explosive growth of 10T devices.
« Security: With loT devices becoming integral parts of o Adaptive Routing: As more devices join an loT ecosystem, routing protocols can dynamically adjust,
critical systems, the network layer incorporates security ensuring optimal communication paths in an ever-growing network.
features, such as IPsec, to protect data integrity and o Network Layer Standards: With standardized protocols and guidelines, manufacturers can develop loT
confidentiality during transmission. devices that easily integrate into existing ecosystems, facilitating scalability.
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Thank You

For Your Attention

' amgamundani@gmail.com

@ www.amgamundani.com ,




